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ABSTRACT
The insecure growth of Internet-of-Things (IoT) can threaten its
promising benefits to our daily life activities. Weak designs, low
computational capabilities, and faulty protocol implementations
are just a few examples that explain why IoT devices are nowadays
highly prone to cyber-attacks. In this survey paper, we review
approaches addressing this problem. We focus on machine learning-
based solutions as a representative trend in the related literature.
We survey and classify Machine Learning (ML)-based techniques
that are suitable for the construction of Intrusion Detection Systems
(IDS) for IoT. We contribute with a detailed classification of each
approach based on our own taxonomy. Open issues and research
challenges are also discussed and provided.
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1 INTRODUCTION
The Internet of Things (IoT) paradigm enables physical objects
with additional sensing, computing and communication capabili-
ties [1]. It promotes the interaction of smart devices with our day
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life activities. From home automation, industries, and healthcare;
to automotive, manufacturing, transportation and energy. IoT con-
nects the physical world to the cyberspace [2]. These achievements
rely on distributed storage, ubiquitous sensing and decentralized
computing, all in a single framework [3]. In its simplest form, an
IoT environment relies on sensing objects enabled with Internet
protocols, services and some other networked-applications (e.g.,
radio-frequency identification, machine-to-machine communica-
tion and cloud computing).

IoT applications promise to improve human life. However, the
insecure growth of IoT threatens such promising benefits. This has
gained the attention of cybersecurity and data protection research
communities. The study of security and privacy issues related to
IoT is nowadays a very active area of research [4]. Concerns about
the integrity, confidentiality and availability of IoT applications
have been raised [5, 6]. The presence of malware, spyware and
eavesdroppers may thwart IoT data and lead to major threats [7,
8]. Adequate detection methods are required to build Intrusion
Detection Systems (IDS) to monitor IoT environments and avoid
adversarial situations [9–11].

Executing latency-sensitive security tasks and computational-
intensive ones is prohibitive to IoT devices with restricted capa-
bilities. These devices cannot deploy existing security solutions
that require a heavy computational burden, which makes them
vulnerable to attacks [12]. Critical infrastructures, such as trans-
portation and healthcare systems, and household appliances can
lead to dreadful consequences when subject to attacks. This will
threaten the security and privacy of families, cities and even coun-
tries. Tests were conducted on three smart home devices by Notra
et al. [13], showing different vulnerabilities regarding users privacy,
encryption/decryption and authentication. Traditional security ap-
proaches and countermeasures were not able to work properly due
to the presence of many standards, limited computing power of de-
vices, communication stacks and the high number of interconnected
devices. These approaches may fail to defend IoT environments [14].
The computational constraints of IoT devices, their low capabilities
in terms of storage, and their networking peculiarities (e.g., multi-
hop transmission for the forwarding and routing of packets) are
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also additional reasons for such failure. Specific security solutions
must be developed to allow users to overcome security challenges
efficiently [11]. Even with the presence of methods for enhancing
the security of IoT environments, which provides confidentiality
and authentication, IoT networks are still vulnerable to many at-
tacks aiming to disrupt the network [11]. To fulfill this purpose,
IDSs are proposed and designed to detect these attacks and protect
IoT networks. However, the design of new detection methods to
handle IoT attacks is a challenging topic [14].

An IoT network can be formed by a large number of IoT de-
vices [15]. These devices generate an enormous quantity of data.
To deal with this Big Data, Machine Learning (ML) techniques are
the most dominant method. The detection of intrusions in such
a huge amount of data has been extensively studied through ML
and statistics. For this reason, it is very important to use intelligent
tools to assist IDSs [16]. Defense policies and key parameters in
the security protocols must be chosen by IoT devices intelligently
when an attack occurs. These tasks are challenging and difficult
to establish. ML will provide the ability to accurately estimate the
current network and attack state in a real-time process [17].

In this paper, we survey recent IDS systems and methods for
IoT networks based on ML. We analyze different aspects of study
that should be taken into consideration during the design of an IDS
for IoT. We also contribute with a taxonomy that includes different
attributes related to the development of IDS for IoT. Based on our
survey and taxonomy, we finally discuss some open issues and
related research challenges.
Paper Organization — Section 2 provides some additional back-
ground. Section 3 explores several recent detection methods, clas-
sifies them using our own taxonomy and surveys recent work on
intrusion detection for IoT. Section 4 briefly presents some open
research issues and challenges. Section 5 concludes the paper.

2 BACKGROUND
This section briefly introduces key aspects of IDS systems and
summarizes some related work.

2.1 Intrusion Detection
Intrusion detection is the ability to detect unusual and unauthorized
actions, known as intrusions against the network. These intrusions
are performed by illegitimate users, known as intruders, which can
be either internal or external. Intruders aim to get an unauthorized
access to the information system and misuse the data. An IDS is
mainly formed from three different components: sensors attached
to hosts or several network positions, an analysis entity that is
responsible for detecting intrusions from the collected data sent by
sensors, and a reporting system for alerting the network monitor
about the detected intrusion [14, 18, 19].

Under the context of Machine Learning (ML)-based IDS for IoT
protection, intrusion detection can be classified based on many
aspects: placement strategy, detection method, attack type, perfor-
mance evaluation, IoT scenario, machine learning technique and
study methodology.

2.1.1 Placement Strategy. The IDS can be placed in different po-
sitions of the IoT network. These positions are based on the IoT
network architecture that is organized into three main domains:
physical, network and application. The physical domain includes

the sensors that capture data from the physical environment. The
network domain carries the collected data from physical domain
into applications and users of the network solutions and proto-
cols. The application domain allows users to monitor the physical
objects in the physical domain by different interfaces. Based on
these domains, the IDS placement strategy can be distributed, cen-
tralized or hybrid. In the distributed IDS placement, the IDS is
placed in all physical objects of the network. This requires more
resources in terms of processing, capacity and energy from the
network nodes. Thus, the IDS must be optimized since the network
nodes are resource-constrained. In the centralized IDS placement,
the IDS is placed in the border router. This will detect intrusions
from the internet against the physical objects in the physical do-
main, but it will generate communication overhead between nodes
and the border router. In addition, this approach is not enough to
detect attacks that involve nodes by only analyzing the traffic that
traverses the border router. Finally, the hybrid IDS placement takes
into account the advantages of both distributed and centralized
IDS placement strategies in two main approaches: (i) arrange the
network into clusters and the main node of each cluster deploys
the IDS for monitoring the other nodes in its cluster, or (ii) the IDS
is placed in the border router and in some dedicated nodes.

2.1.2 Detection Methods. IDSs are classified based on the detection
mechanism into four different categories, namely anomaly-based,
signature-based, specification-based and hybrid. In anomaly-based
detection, IDSs generate an alert once the activities of a system de-
viate from a normal behavior profile and exceed a certain threshold.
The advantage of this method is the ability to detect new attacks.
However, any deviation from the normal behavior profile is consid-
ered as an attack, even if it was a legitimate activity, leading to high
false-positive rates [20]. In the signature-based approach, an attack
is detected by the IDS when its signature matches another one
stored in the IDS database. Thus, if any activity matches patterns or
signatures, stored in the database, an alert will be triggered by the re-
porting system. This approach is accurate for known attacks but it is
not efficient for unknown ones [19, 21]. The specification-based ap-
proach, similar to the anomaly-based one, detects attacks when an
activity deviates from a normal behavior. However, in this approach,
there are a number of rules and thresholds that define the behavior
of the network components such as nodes, routing tables, protocols
and others. These rules are defined manually by an expert, which
leads to a lower false-positive rate than anomaly-based approach.
These solutions are time-consuming and can not be deployed in
different environments with different specifications [20, 22, 23]. Hy-
brid approaches, on the other side, combine the main advantages of
anomaly-based, signature-based and specification-based strategies.

2.1.3 Attack Types. IoT vulnerabilities include a large number of
security issues. Such issues can be classified w.r.t. IoT building
blocks, such as: physical objects, protocols, data and software. Data
security issues can lead to practical attacks such as Denial of Service
(DoS), data scavenging and brute-force attacks. Protocol issues can
lead to routing attacks (e.g. sinkhole attack, selective forwarding,
wormhole attack, Sybil attack, etc.) or main-in-the-middle attacks
(e.g. injection of malicious code) [24].
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2.1.4 Performance Evaluation. To evaluate the performance of an
IDS, several metrics should be taken into consideration. These can
be listed as follows:

• Accuracy rate: includes detection accuracy, classification
accuracy, false positive rate, false negative rate, true positive
rate, true negative rate and receiver operating characteristic
curves (ROC curves).

• Complexity: amount of resources for an IDS to work effi-
ciently (e.g. time and memory requirements).

• Scalability: capability of the system to stay efficient when
security challenges, data traffic, network size or attacks in-
crease.

• Network delay: the time for data to be delivered from one
endpoint to another across the network (i.e. propagation de-
lay, processing delay, transmission delay and queuing delay).

• Energy consumption: indicates the energy consumed by all
the nodes in the network during attack detection process.

• Computational overhead: time needed by a node or a stan-
dalone detection entity to process a packet received.

• Real-time detection: real-time or offline detection and pro-
cessing

2.1.5 IoT Scenario. As stated above, IoT is widely used in our daily
life activities and can be deployed in almost everything around
us. Therefore, IoT can be deployed in home, industries, vehicular
applications, medical and health centers.

2.1.6 Machine Learning in IDS. Machine learning (ML) is a process
that acts after learning from study or experience without being
explicitly programmed, and thus it can improve automatically. The
efficiency, reliability and cost-effectiveness that ML has brought to
the computing processes have made it a major technique to be used
in various fields including medical, engineering and computing [25–
27]. ML relies on learning data sets taken as inputs. For this reason,
it is used to enhance IoT security. ML is often applied in anomaly-
based, signature-based and specification-based attack detection
methods [28, 29]. ML techniques can be classified in four main
categories [30]:

• supervised learning, such as regression and classification,
which includes decision trees, random forest, deep learning,
Bayesian, Support Vector Machines (SVM), 𝑘-Nearest Neigh-
bor (𝑘-NN) and Artificial Neural Networks (ANN), for which
all training data are labeled;

• semi-supervised learning, which has a small amount of la-
beled training data;

• unsupervised learning, such as clustering —which includes 𝑘-
means, hierarchical and fuzzy-𝑐-means—, and dimensionality
reduction —which includes Singular Value Decomposition
(SVD), Principal Component Analysis (PCA) and Indepen-
dent component analysis (ICA), for which there is no labeled
training data; and, finally,

• reinforcement learning, such as Q-learning, which involves
an agent, a set of states and a set of actions per state.

2.1.7 Study Methodology. Each system should be able to validate
the results using a validation or study methodology. These method-
ologies are based on the collected data or the proposed algorithms.
Study methodologies can be classified as experimental, simulation,

numerical, theoretical, empirical and statistical [31]. These are used
as an attribute for the IDS study.

2.2 Related Work
Some reviews have been conducted regarding intrusion detection
in the fields of cloud computing, Wireless Sensor Networks (WSN)
and traditional networks [32–34]. However, only a few surveys are
focused on intrusion detection methods in IoT environments. In
this section, we list some recent surveys and review papers that
discuss intrusion detection in IoT networks. These works are used
to build the taxonomy proposed in this paper and indicate the
missing aspects that researchers must take into consideration while
developing a new IDS for IoT.

In [35], Hajiheidari et al. present a systematic literature review
of the IDSs in IoT categorizing these systems based on detection
method, placement strategy and some specific attack types. They
discuss the advantages and disadvantages of the selected approaches
and provide some future trends in this field of study. The survey
does not take into consideration the ML techniques used in the
selected mechanisms and focus on some attacks only.

da Costa et al. [36] review intrusion detection approaches based
on ML techniques. The work studies the approaches in terms of
communication protocol, application protocol, data format, ML
technique and precision rate. The authors do not take into account
many aspects of the classification as security threats, IoT scenarios,
performance metrics rather than precision rate, detection method
and placement strategy.

Zarpelão et al. [37] present a survey of research efforts in in-
trusion detection for IoT environments. They classify IDSs based
on the following attributes: detection method, placement strategy,
validation strategy and security threat. Nevertheless, performance
evaluation metrics and ML techniques are not present in their clas-
sification of the selected research efforts.

In [38], Benkhelifa et al. present advancements in IDSs for IoT
technologies, focusing on the type of network architecture. The
review classifies the surveyed IDSs based on detection method,
network architecture, communication technology, IDS type (i.e.
Host-based IDS (HIDS) or Network-based IDS (NIDS)). The authors
provide future directions for IDSs in IoT. Similar to other mentioned
papers, many IDS attributes are not discussed.

Tabassum et al. [39] present a survey on recent approaches in
IDS for IoT. The focus of their survey is on IDSs that use hybrid
and intelligent techniques. The authors provide a review on IoT
protocols, layers and their security issues ending up with future
directions for the implementation of IDS based on the limitations
and advantages of the selected approaches. This survey concen-
trates on the classification and categorization of IDS approaches on:
IoT architecture, IoT communication protocols, detection methods,
placement strategy and ML techniques.

Gendreau andMoorman [40], provide a survey of IDS techniques
in IoT. They present a brief summary on IDS to understand the
IDS platform. Then, they discuss some selected IDSs used in IoT
environments classifying these systems based on detection tech-
nique, features and interaction ability score. Some guidelines for
the deployment of IDSs and open research problems are outlined.
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Figure 1: Taxonomy of Intrusion Detection Systems for IoT.

The survey does not take into consideration most of the attributes
needed to study IDS for IoT approaches.

Santos et al. [41] present a survey on a number of selected IDSs
for IoT networks to study the development of intrusion detection.
They classify the works based on: detection method, security thread
and placement strategy. The survey does not take into accountmany
attributes needed to study the development of IDS in IoT networks.

3 INTRUSION DETECTION FOR IOT
In this section, we present some relevant IDS approaches for differ-
ent IoT environments. The approaches are then classified in Tables
1 and 2, where “-” denotes that the attribute is not specified. Classi-
fication is based on the attributes mentioned in Section 2.1. Figure 1
provides our proposed taxonomy.

In [42], an offline IDS is proposed for an IoT network based on
Artificial Neural Networks (ANN) against denial-of-service attacks.
The focus of the work is on classifying the received patterns as
normal or malicious activity. A feed-forward learning algorithm
and a backward learning algorithm are used to train the network.

In [43], authors propose an intrusion detection and mitigation
framework implemented by using a Software-Defined Network-
ing (SDN) architecture and its enabling communication protocol,
OpenFlow, in the Philips Hue lighting system as a smart-home
environment. They performed commands using the Hue App such
as: switching On/Off, color setting and brightness. Then an attack
script is launched from a machine in the same network. Lastly,
they evaluated the results of the IDS installed on a centralized SDN
controller.

Detection of potential attacks in smart homes, in particular at
the physical layer, by detecting deviations from legitimate com-
munication behavior is presented in [44]. The method is based
on analyzing the Radio Signal Strength Indication (RSSI) which
is associated to the connected devices in the network. Suspicious
wireless transmissions are characterized using a ML neural network
algorithm.

A game-theoretic approach for anomaly detection in low-resource
IoT devices is proposed in [45]. The concept of game theory with
the help of Nash equilibrium is used to predict the state that allows
the devices to activate an anomaly detection technique to detect
new attacks. The method balances between energy consumption
and accuracy detection by activating the IDS in each device only
when a new attack is expected to occur.

In [46], authors propose an intrusion detection model using
genetic programming with K-Nearest Neighbor classifier against
DoS, Probing (PRB), Remote to User (R2L) and User to Root (U2R)
attacks. They use the KDD CUP1 data set [58] that was fed into a
pre-processing stage to find the optimal features that will be used
in the classification process. The classification process carried out
by a 𝑘-NN classifier determines whether there is suspicious data.

InDReS is an Intrusion Detection and Response System devel-
oped to detect sinkhole attacks in an IoT network with 6LoW-
PAN [47]. In this system, nodes are isolated and network is recon-
structed after an attack is detected. The work is compared with

1A database which contains a standard set of data. This data can be audited. It includes
a large number of intrusions that are simulated in a military network. It was one of
the most widely used data sets for the evaluation of anomaly detection systems [58].
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Table 1: Recent intrusion detection systems for IoT networks.

Reference Method Placement Detection Attack IoT Machine Study
Strategy Method Type Scenario Learning Methodology

[42] Classifying normal and threat
patterns in an IoT network us-
ing ML

Centralized Anomaly-based DDoS/DoS - NN Simulation

[43] Detecting suspicious activities
in home devices using Open-
Flow

Centralized Signature-based Routing attacks,
man-in-the-
middle

Home Regression,
SVM

Experiment

[44] IDS approach based on radio
communication profiling and
monitoring using ML

Centralized Anomaly-based Physical at-
tacks, unautho-
rized wireless
transmissions

Home NN Experiment

[45] Detection technique that bal-
ances between energy con-
sumption and detection accu-
racy using game theory

Hybrid Anomaly-based DoS WSN NN Simulation

[46] Intrusion detectionmodel based
on genetic programming and K-
NN for classifying data as nor-
mal or suspicious

Centralized Anomaly-based DoS, R2L, U2R,
PRB

- K-NN Simulation

[47] Detect sinkhole attacks relying
on constraint based specifica-
tion model

Hybrid Specification-based Sinkhole - - Simulation

[48] IDS based on Deep Belief Net-
work (DBN) and Genetic Pro-
gramming (GP) to generate op-
timal network structure

Centralized Anomaly-based DoS, R2L, PRB,
U2R

- Deep Learn-
ing

Simulation

[49] Localizing malicious nodes and
detecting intrusions for WSN
and gateways using ML

Hybrid Anomaly-based Selective
forward, con-
ventional IP
attacks

- SVM and
Deep
Learning

Simulation

[50] Detecting network cyber at-
tacks using supervised three
layer IDS

Centralized Anomaly-based DoS, man-in-
the-middle,
spoofing, re-
connaissance,
replay

Home Supervised Empirical

[51] Intrusion detection and preven-
tion system using Genetic Pro-
gramming (GP)

Centralized Anomaly-based DoS, Probe,
R2L, U2R

- - Simulation

[52] Threat detection for IoT using
supervised learning algorithm
to solve authentication issues

Centralized Signature-based - - ANN Simulation

[53] A Bi-directional Long Short-
TermMemory Recurrent Neural
Network (BLSTM RNN) for de-
tecting attacks in IoT networks

Centralized Anomaly-based Analysis,
Backdoor,
DoS, Worms,
reconnaissance

- Deep learn-
ing

Simulation

[54] Detecting intrusions against
routing protocol (RPL) attacks
using genetic programming

Centralized Signature-based RPL (hello
flood, ver-
sion number
attacks)

Industrial - Simulation

[55] Extension of SVELTE IDS using
Expected Transmissions (ETX)
metric

Hybrid Anomaly-based Selective
forward attack

6LoWPAN
net-
work

- Simulation

[56] Anomaly detection framework
focusing on IoT specific features
applied to IoT botnets

Hybrid Anomaly-based DDoS Home K-NN, SVM,
DT, RF and
NN

Simulation

[57] IDS based on SFC and PCA Hybrid Anomaly-based - - SFC, PCA Simulation
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Table 2: Performance evaluation of IDSs in IoT

Reference Detection Classification TPR FPR TNR FNR ROC Processing Energy Computation Real-time
Accuracy Accuracy curves time consumption overhead detection

[42] - 99% 99.4% 0.6% - - - - - - Offline

[43] 94.25% 85.05% 35.47% 5.74% - - - - - - Real-time

[44] - - - - - - - - - - -

[45] 90-98% - - - - - - 900s in-
cluding
simula-
tion

2-3J - Real-time

[46] 99% - - - - - - - - - Real-time

[47] - - - - - - - - 0.06-0.1J
(Avg)

- Real-time

[48] 61-99% 97-99% - - - - - - - - Real-time

[49] 95% - - - - - - 50-600s
execu-
tion
time

- - Real-time

[50] 90-98% - 89-99% - - - - 0.1-0.4s
classifi-
cation
time

- - Real-time

[51] 78-81% - - - - - - - - - Real-time

[52] 84% - - 8% - - - - - - Real-time

[53] 95% - 96% 0.23% 0.0237% 3.94% - 2.19s
classifi-
cation
time

- - Real-time

[54] 96-99% - 95-99% 0.2-1.1% - - - 0.5-5s
detection
time

- - Real-time

[55] - - 90-98% - - - - - - Power: 1.5-
22mW per
node, RAM:
5570 Bytes
and ROM: 6
Bytes

Real-time

[56] 99% 91-99% - - - - - - - - Real-time

[57] 80-97.4% - - 1.5% - - - 0.1-0.6s
detection
time

- - Real-time
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the INTI (Intrusion detection of SiNkhole attacks on 6LoWPAN for
InterneT of ThIngs) scheme [59] regarding throughput, packet drop
ratio and energy consumption.

An intrusion detection model based on Genetic Programming
(GP) and Deep Belief Network (DBN) is proposed in [48]. It is used to
detect low-frequency attacks by reducing the network complexity
through generating the optimal number of layers and neurons in
the network reaching an optimal network structure.

A hierarchical intrusion detection algorithm for the WSNs and
IoT gateways that connect them to the internet is proposed in [49].
The detection system uses support vector machines for WSN intru-
sion detection and deep learning for IoT gateway intrusion detec-
tion. It localizes malicious nodes by the combination of machine
learning classification and a statistical approach to reach a trade-off
between detection efficiency and resource overhead.

A three-layer IDS for smart home IoT devices is proposed in [50].
It is used to detect malicious network activities and identify the
type of attack deployed on any device in the network. The system
mainly consists of three functions: setting the normal behavior
of each connected device in the network, identifying malicious
packets during an attack to the network and classifying the type of
an attack based on four network attack categories.

Authors in [51], propose an intrusion detection and prevention
system using Genetic Programming to detect suspicious traffic.
The system has a blocking mechanism once malicious activity is
detected from an IoT device. The work is based on SDN technology
as a controller to handle large data traffic.

In [52], authors consider a threat detection system in an IoT
network to solve authentication issues. The system uses the Artifi-
cial Neural Networks (ANN) machine learning approach to detect
attacks and discard data after classifying it as a threat. They used
the UNSW-152 and the NSL-KDD3 data sets for training and testing
their algorithm.

A deep learning technique is proposed by [53] for detecting
attacks in IoT networks. The method uses Bi-directional Long Short-
Term Memory Recurrent Neural Network (BLSTM RNN) focusing
on binary classification of normal and suspicious patterns in the
network.

Genetic programming is used in [54] to detect routing attacks in
IPv6 Routing Protocol for Low-Power and Lossy Networks (RPL) in
an industrial IoT network. The work proposes a methodology that
aims to answer the following three research questions: Can genetic
programming be used to detect intrusion in industrial IoT (IIoT)?,
what is the suitable IDS for IIoT? and howwell this system performs
in terms of detection accuracy and detection time? After simulation,
results show successful deployment of genetic programming in the
detection of routing attacks in IIoT. They obtain high accuracy, high
true positive and low false positive rates.

Shreenivas et al. [55], extend SVELTE IDS [62], an IDS for IoT,
with an intrusion detection module using ETX (Expected Trans-
missions) metric. The proposed methodology attempts to detect
attacks against RPL routing protocol, used in 6LoWPAN networks.
It also identifies malicious nodes that conduct attacks against the
network by using geographic hints.

2Data set created by the establishment of the synthetic environment at the UNSW
cybersecurity lab. It represents nine major families of attacks [60]
3Improved version of KDD’99 data set. A data set suggested to overcome the problems
found in KDD’99 [61].

An intrusion detection technique is proposed in [56] for DDoS
detection in IoT networks. It uses IoT-specific network behavior for
feature selection with several machine learning algorithms to detect
IoT device sources of DDoS attacks. K-NN, SVM, Decision Tree (DT),
Random Forest (RF) and NN machine learning techniques are used
and detection accuracy was compared among these techniques.

To improve effectiveness of intrusion detection, a ML method
is proposed in [57]. It uses suppressed fuzzy clustering (SFC) and
principal component analysis (PCA). The method classifies data
as high risk and low risk data based on high frequency and low
frequency measures. The algorithm is compared with the neural
network algorithm and Bayesian algorithm obtaining an improved
applicability and better adaptability.

4 OPEN ISSUES AND RESEARCH
CHALLENGES

After classifying the research efforts in IDS for IoT networks in
the previous section, we observed that the current systems still
need more research to investigate the weak points of each method
and, also, to combine as many aspects of study as possible in the
research work. Addressing security challenges and vulnerabilities
in IoT architectures should be taken into account by researchers.
For this reason, in this section, we address the main issues that
should be taken into consideration when developing a new IDS or
when proposing a solution for intrusion detection in IoT networks.
The identified open issues and research gaps are detailed below.

4.1 Limitations of surveyed solutions
Limitations inferred from the previously surveyed solutions can be
categorized into four main groups: typical aspects, attack detection,
emerging technologies and performance analysis.

4.1.1 Typical aspects: It is required to carry out a detailed study
on the advantages and disadvantages of the previously used as-
pects: placement strategy, detection method and machine learning
techniques. This kind of study is still missing in most IDS imple-
mentations. There is no clear reference to know the advantages and
disadvantages of each of the mentioned aspects that are essential
for the development of a new IDS.

Additionally, the study methodology, which is one of the most
important components when proposing a solution, must be im-
proved. It is not enough to study the proposed algorithm using only
one studying methodology. Simulation and experimental methods
must be addressed and results from different methods should be
compared, such that IDSs can be evaluated on real network traces.

4.1.2 Attack detection: More attack types must be covered, and
IDSs must be proposed for a wide range of attack types rather than
focusing on known ones. In the evolution of IoT networks and their
applications, many new types of attacks are being deployed by
malicious parties and eavesdroppers to have unauthorized access
to the network. Such attacks need to be introduced to the research
efforts in designing and implementing security solutions rather
than just concentrating on the traditional and known attacks. In
the process of detecting attacks, it is very important to reach the
minimum processing time for the procedure to be completed. In
real-time detection and delay-sensitive services, researchers need
to establish algorithms and procedures that require very small
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processing time. This will also help to reduce the consumed energy
and power in the network.

4.1.3 Emerging technologies: IDSs must be proposed for different
IoT technologies. Many researchers and organizations have pro-
posed communication technologies and standards for IoT applica-
tions [63]. These technologies are used in routing, communication
and integration between the internet and the network. The most
popular technologies used in IoT networks are: IEEE802.15.4 for
physical and medium access control layers, Bluetooth Low En-
ergy (BLE) —an evolution of Bluetooth technology for low power
devices—, WirelessHART for industrial process control, Z-wave for
automation of small businesses and homes, the RPL routing proto-
col, 6LoWPAN standard to adapt the IPv6 packet to IEEE802.15.4,
and CoAP and MQTT protocols for the application layer. These
technologies are one of the main characteristics to be explored
by IDSs to develop a system for the detection of security threats.
New technologies, such as CoAP, BLE, Z-Wave and WirelessHART,
which are commonly found in the market, need to be addressed
and studied by IDS solutions rather than concentrating efforts only
on previous technologies in IoT networks.

4.1.4 Performance analysis: Energy and power of network nodes
must be studied along with detection accuracy and processing time.
These two attributes are very important in IoT networks, since IoT
devices may have low energy and power capabilities and most of
the security solutions require more energy and power than the
devices can hold. This opens the challenge of lightweight solutions
to be adopted by researchers. Moreover, researchers should take
into account the challenges in security for IoT networks, such as
scalability, hardware limitations of nodes, services that are delay-
sensitive and the interaction between all layers of the IoT network
architecture. Delay-sensitive services are critical and should be
extensively studied. Any security problem in such services leads to
dangerous consequences, especially when these services are found
in medical, military and home appliance applications. Finally, one
of the important tools to be used in decision making and especially
in detecting attacks is the receiver operating characteristic curve
(ROC). Table 2 shows that none of reviewed systems selected in
our work from recent published papers used ROC curves in their
study. ROC curves compare the two operating characteristics: True
Positive Rate (TPR) and False Positive Rate (FPR). This is used in
the process of classifying whether we have attack or not.

4.2 Further lines for research
Most of the surveys mentioned in Section 2.2 overlook many as-
pects that are needed for studying an IDS in IoT networks. These
attributes are very important to specify the weak points in such
systems. This section discusses the limitations in the recent meth-
ods developed to detect attacks in IoT networks. This opens a great
opportunity for researchers to find solutions for such limitations
and problems in the recent approaches. Therefore, all the aspects
mentioned in the proposed taxonomy and through the sections
above need to be included in the researchers efforts to overcome
IoT network vulnerabilities. These aspects are a must for the clas-
sification, categorization, improvement and analysis for the new
developed methods.

In signature detection, predefined attack patterns need to be
matched with the current behavior of the network. These signatures

are stored on the device and each signature matches a specific
attack. Generally, signature detection methods are simple to use.
However, they need a signature for each attack and should store
this signature on devices. This requires storage capabilities and
knowledge of each attack. These requirements grow as the number
of attacks increases. Anomaly detection techniques determines the
ordinary behavior and uses it as a baseline to detect anomalies
in the network. Deviations from this behavior is considered as an
attack. These techniques are able to detect any attack and can be
deployed in different environments, but it has high false positive
rates and high false negative rates. Since some deviations from the
normal behavior may be ordinary and a number of attacks may
have a small deviation which is considered within the baseline [62].

Moreover, the enormous quantity of data generated in IoT net-
works lead to the need of intelligent tools to assist IDSs. These
tools are established using Machine Learning techniques. Nowa-
days, IDSs are developing rapidly with the presence of these tech-
niques. On the other hand, the robustness of these systems becomes
questionable in the presence of adversarial attacks. A new arising
framework is being developed known as Generative Adversarial
Network (GAN) used to evade and deceive any IDS. It is used to
fool machine learning algorithms. For this reason, the development
of GAN should be used by researchers to improve recent IDSs and
establish new ones to reach a system that can not be broken by
robust attacks.

A final solution to handle attack detection is the use of challenge-
response mechanisms, e.g., via watermarking authentication tech-
niques. Such techniques are popular for the protection of wireless
sensor networks, specially in the context of IoT environments [64,
65]. From all the limitations and restrictions mentioned before,
watermarking can be used to implement anomaly detection [66].
This is being tested in a number of new projects that consider wa-
termarking as a solution for secure transmission, data integrity,
authentication and confidentiality in cyber-physical systems. Wa-
termarking techniques are attractive since they can be deployed
with lightweight calculations and less energy consumption. Hence
these solutions are power efficient, can be applied for large net-
works with no additional overhead on network communication and
storage capacity of nodes, and reduce end-to-end delay [67–73].

5 CONCLUSION
We have reviewed recent IDSs using Machine Learning approaches
for IoT networks. First, the main concepts of IDS were addressed.
Then, we provided a detailed review and classification of 16 selected
papers (published between 2016 and 2019) for intrusion detection
based on a proposed taxonomy. Finally, we have identified open
issues and research challenges to improve these IDS schemes. We
have observed that IDSs need to study detection rates, false posi-
tive rates, real-time detection, computation overhead and energy
consumption in a combined manner. Researchers must consider
all these aspects while designing and implementing a new IDS. In
addition, more research should be conducted to cover all attack
types and recent IoT technologies. Furthermore, research efforts
are needed to find the optimal placement strategies to compute
machine learning-based detection that could benefit to the security
of IoT networks, while minimizing the risk of increasing the attack
surface. It is also clear that anomaly detection requires building a
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normal behavior and suffer from high false positive rates. Signature-
based methods are considered to be easier to deploy, but require
storage capabilities and knowledge of each attack. For this reason,
watermarking algorithms are recommended to be deployed that
are much lighter and require less power, storage and computational
capabilities. Our future research will explore this research direction.
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