
CSC 7003 : Basics of Software Engineering

J Paul Gibson, A207

paul.gibson@int-edu.eu

http://www-public.it-sudparis.eu/~gibson/Teaching/CSC7003/

2011: J Paul Gibson T&MSP: Software Engineering CSC7003/Risks.1

http://www-public.it-sudparis.eu/~gibson/Teaching/CSC7003/

Risk Management in Software Engineering

http://www-public.it-sudparis.eu/~gibson/Teaching/CSC7003/L11-Risks.pdf



Some Background Reading – Critical Analysis

•Barry W. Boehm, "Software Risk Management: Principles and Practices," IEEE 
Software, pp. 32-41, January/February, 1991 

•Richard Fairley. 1994. Risk Management for Software Projects. IEEE Softw. 11, 3 
(May 1994), 57-67. DOI=10.1109/52.281716 http://dx.doi.org/10.1109/52.281716

•Higuera, Ronald P. and Haimes, Yacov Y. Software Risk Management (CMU/SEI-96-
TR-012). Pittsburgh, PA: Software Engineering Institute, Carnegie Mellon University, 

2011: J Paul Gibson T&MSP: Software Engineering CSC7003/Risks.2
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•Ropponen, J.; Lyytinen, K.; , "Components of software development risk: how to 
address them? A project manager survey," Software Engineering, IEEE Transactions on
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Some Background Reading – Critical Analysis

These are some of the most cited publications on risk managment in 
software development.

Local copies are downloadable fromthe module web site.

Each project team is to spend 30 minutes browsing the publications 
looking for advicethattheythink wouldhelp themwith managingrisk in 
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looking for advicethattheythink wouldhelp themwith managingrisk in 
their 15-puzzle development

Each team is to summarize their findings in a 15 minute presentation –
your findings may be negative as well as positive.

NOTE: You will study this in more detail in the management module 
that follows later this year.
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SOME FUNDAMENTALS taken from (inspired by)  Managing 
Risk: Methods for Software Systems Development by Elaine M. 
Hall, Addison-Wesley 1998
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FOR DISCUSSION: What is risk?

A risk is a possibility of loss. 

Undesirable outcome.

Missed opportunity.
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Risk

Probability of occurrence

Consequence: size of loss

Risk Exposure = Probability x Consequence

Question: what is
a reasonable unit 
of measurement
for exposure



Perceived Probability

Almost certainly
Highly likely
Very good chance
Probable
Likely
Probably
We believe
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We believe
Better than even
We doubt
Improbable
Unlikely
Probably not
Little chance
Almost no chance
Highly unlikely
Chances are slight

0     .1    .2    .3    .4    .5    .6    .7    .8    .9    1.0



Consequence : what units of measurement?

• Time 
• Cost
• Morale
• …?
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Question: Can these consequences be normalized? Should they be?



Classification of software risks

• Software Project Risks
– Resource constraints, external interfaces, supplier relationships, 

nonperforming vendors, internal politics, interteam/intergroup 
coordination problems, inadequate funding.

• Software Process Risks
– Undocumented software process, lack of effective peer reviews, no 

There are many different classification frameworks, eg:
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– Undocumented software process, lack of effective peer reviews, no 
defect prevention, poor design process, poor requirements 
management, ineffective planning.

• Software Product Risks
– Lack of domain expertise, complex design, poorly defined interfaces, 

poorly understood legacy system(s), vague or incomplete 
requirements.



Most classification frameworks add details to the generic classes.

For example: 
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NOTE: some structures/frameworks ignore/overlook/abstract 
away from certain (classes of) risks.

For example: what if there is a risk that you will lose key
staff/ideas



The Risk Management Process
Identify 
risks

Analyze 
risks

Learn about 
risks

Risk

Resolve 
risks

risks

Plan for 
risks

Track 
risks

risks Knowledge
Base
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Opportunity Management: same structure as risk 
management

Identify opportunity

Analyze opportunityLearn about opportunities

Opportunity
Knowledge
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Take advantage
of opportunity

Plan for opportunity

Track opportunity

Knowledge
Base

Note: we will focus on risks



Identification: Documentation

Header

Assessment

Action Plan

Tracking

Resolution

Project Name of project

Date Date of entry

Risk name Name of risk

Risk category Type of risk

Probability Likelihood of occurrence

Consequence Severity of impact

Originator Who reported this risk

Phase/activity Where in software process

WBS Element WBS relationship
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WBS Element WBS relationship

Header

Assessment

Action Plan

Tracking

Resolution

Statement Brief description of risk

Context When, where, how, why

Analysis Impact on project



Planning/Tracking: 
Documentation

Header

Assessment

Action Plan
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Action Plan

Tracking

Resolution

Scenario What would happen?

Indicator Metric to be monitored

Trigger condition Value indicating risk scenario

Checkpoint When/where to check metric

Resolution strategy How we will handle the risk

Action plan Concrete action plan



Resolution: Documentation

Header

Assessment

2011: J Paul Gibson T&MSP: Software Engineering CSC7003/Risks.23

Assessment

Action Plan

Tracking

Resolution

Software Engineer Signature

Quality Engineer Signature

Project Manager Signature

Marketing Manager Signature



Risk Management Capability

5: Risk statistics used to make organizational/process improvements

4: Quantified analysis used to determine resolution cost/benefit for project
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1: Risks ignored or only tracked in an ad-hoc fashion

2: Risks are usually recorded, tracked and handled as they are discovered

3: Risks systematically quantified, analyzed, planned, tracked and resolved

NOTE: In your current project you should be aiming for level 2.


