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Abstract— Cold chain supervision is essential in our  everyday 

life to ensure healthy fresh and frozen products and distr ibution 
of efficient vaccines. A network of sensors attached to the 
carr iers’  palettes is investigated in the French CAPTEURS 
project. In case of cold chain failures, alarms are generated and 
registered in nearby sensors so any sensor of the same network 
can report the failure problem. This sensor based solution is pr ice 
competitive, but for  reliability guarantee, for  instance, to avoid 
carr iers to hide temperature problems occurr ing dur ing 
transportation, it requires introducing few secur ity functions. 
This paper descr ibes a light and simple secur ity solution that fits 
the cold chain context and gives feedback on the first tests.  
 

Index Terms—Communication system secur ity, secur ity, 
Personal communication networks 
 

I. INTRODUCTION 

ffects of cold chain failures may be critical on the health 
of people when frozen/fresh food products or vaccines are 

concerned. To avoid bacteria thriving, and people feeling ill or 
poisoning to die, food products must be refrigerated along all 
the cold chain from the producers to consumers. Vaccines 
efficiency is highly affected in case of a broken cold chain and 
vaccinated people might still die from the disease the vaccine 
was supposed to protect.  

This health society problem was taken into consideration by 
the European Community which defines new directives. For 
frozen products for instance, the directive 92/1/EEC requires 
as mandatory the automatic registration of air temperature by 
fixed recorder sets, during transportation and warehouse 
storage. However these fixed sets are measuring the 
temperature of the air within a refrigerated truck or warehouse, 
but they can not detect temperature variations of the food 
products themselves, which might be important when loading, 
unloading or warehousing the products.  

To supervise the temperature of products, solutions like 
RFIDs were developed but they are more expensive with need 
for RFID wrapping of products and RFID readers.  

Another solution is supervising the temperature of each 
palette by attaching a temperature sensor on each palette. As 
such, each palette can be supervised independently and can 
report temperature problems. Comparatively to RFID, the 
sensor solution is less expensive as several products are loaded 
onto a palette and the same palette is used several times for 
several transportations. For each kind of product, sensors are 

configured with new temperature threshold, new content. 
again. Another advantage of sensors over RFIDs is the 
possibility to read the content of all around sensors of palettes 
in one simple operation and thanks to a PDA. The project 
CAPTEURS aims to design and validate mechanisms for 
sensor networks adapted to logistics applications, and mostly 
to cold chain supervision. In this context, security was 
analyzed and a light and simple security solution was designed 
as a compromise between the need for low cost sensors, and 
the non-critical security. This paper describes first the project 
CAPTEURS, then in section 3 the security objectives and 
constraints of the project. Section 4 presents the security 
solution and section 5 the implementation and testing. 

II. PROJECT CAPTEURS  

Project CAPTEURS is a three-year National French project 
supported by ANR (Agence Nationale de la Recherche) and 
starting in December 2005. The consortium is composed of 
industrial and academic partners, namely: TELECOM & 
Management SudParis, CRITT Transport et Logistique, HLP 
Technologies, ENSEEIHT, INVENTEL/THOMSON. 

The project CAPTEURS proposes using sensors into a 
network to control the temperature of frozen products, fresh 
products, fruits and vegetables, pharmaceutical products, 
vaccines... Each sensor is attached to a palette, and might 
communicate with other sensors within its radio coverage. 
Zigbee [1] was selected as a good candidate for inter sensor 
communications with a theoretical coverage of around 100 
meters.  

As the temperature variations are mostly critical during 
transportation in trucks, and during loading and unloading of 
palettes, it was decided to only limit the temperature variations 
detection by sensors during these few periods of time. As such, 
communications between sensors are mainly taken place just 
before loading into the truck, inside the truck and just after 
unloading out of the truck. As a consequence, with use of 
Zigbee technology makes sensors in direct sight into the truck 
(Max number of pallets in a truck is 33) and no support for 
routing protocol is necessary.  

With the objective of fault-tolerance support, the project 
CAPTEURS decided that any alarm triggered by any of the 
sensor needs be propagated to any sensor of the network and 
stored by each of them. As such, any sensor belonging to the 
same truck can report any alarms occurring in the truck to a 
requesting PDA.  
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The project CAPTEURS is focused on the cold chain 

supervision, but considers possible extensions like incidents 
identification with localization and dating, temperatures 
reporting, and traceability of products. The configuration of 
the sensors differs from one usage to another and details are 
given in section II.A. 

For battery saving, sensors are used to periodically fall into 
sleep mode and then wake up. It is clear that synchronization 
between sensors is useful, for instance to avoid that one sensor 
is awake while others are all in sleep mode and vice-versa, 
thus making communications between them impossible. A 
tight management of sleep and wake up modes among sensors 
is necessary and assumes that sensors proceed to some 
initialization operations first. Initialization is performed thanks 
to the PLACIDE protocol [2] that was developed by 
ENSEEIHT during CAPTEURS project. A brief description of 
it is proposed in section II.B. 

A. Possible contents for sensors 

Sensors are initialized when the palette is loaded with 
products. Depending on the targeted usages, the sensors might 
be downloaded with the following information: 

 --The list of the products composing the palette and 
possibly end of validity date for the products.  

 --The two temperature thresholds (minimum and 
maximum) above which and under which the sensor is 
detecting a problem. Those two temperature thresholds are 
dependent on the type of products. For instance, ideal 
temperature for banana transportation is between 13 and 15 
degrees C, and frozen products lower than    -30 degrees C.  

 
During transportation, the sensors might register:  
 --The temperature being measured periodically by the 

sensor itself with associated date and time and, if correlated to 
a GPS, the location. As such, at any time, the sensor can give 
the history of temperatures since the last initialization. It can 
also report the location with time and date and supports the 
traceability function. 

 --The self-generated alarms along with the temperature, 
the date and time of the occurred event, and possibly the 
location where the event occurs. 

 --The alarms received from sensors of the same network.  

B. PLACIDE description 

Radio transceiver is the most energy consuming function in 
a sensor. The energy for transmitting one byte is equivalent to 
approx 11000 cycles of computation [3]. As a consequence, 
there is high interest for saving energy of sensors by disabling 
the radio transceiver when it is unused. This is the goal of the 
PLACIDE protocol, alternating wake-up and sleep periods. In 
PLACIDE, sleep period is dominant, representing 99% of the 
time. PLACIDE protocol defines two phases: the initialization 
phase and the permanent phase. In the initialization phase, 
sensors self-organize into a doubly-linked chain. In the 
permanent phase, each node of the chain follows a receive-

transmit-sleep sequence. These sequences are aligned so that a 
node is in transmitting mode when its successor on the chain is 
on receiving mode. The last node in the chain follows the 
sequence receive-sleep-transmit, so it receives synchronization 
or alarm messages in the current round to transmit them in the 
next, where the last node of the chain on the current round is 
the first to wake up on the next round. 

The network is formed after an initialization phase, which is 
stimulated with a special signal. Each sensor randomly defines 
a timer to listen to the medium. The sensor, which has the 
smallest one, sensor C1 in figure 2.a, sends a synchronization 
message SYNC containing its identifier, its number in the 
chain (#1 is for the first node in the ring) and its next wake-up 
time. Other sensors then receive the message, fire a random 
timer, and the first sensor whose timer expires (C2 in figure 
2.b), sends an acknowledgment to the source of the SYNC 
message C1 and broadcasts a new SYNC containing its 
number in the cycle (2), its identifier and its calculated wake-
up time. The first sensor C1 in the chain ring, after receiving 
the acknowledgment, will enter into a sleep period. After some 
time, all the sensors are members of the chain, as depicted in 
figure 2.  

The last node C4 in the ring sends a SYNC message, but it 
does not receive a response so it deduces that it is the last one 
of the chain. 

C. Operations handled by sensors 

Activities of sensors might be summarized as follows:  
 --A sensor associated to one palette is initialized with the 

list of products composing the palette, and the two temperature 
thresholds (see section IIA). This initialization is done when 
products are loaded onto the palettes and might be realized 
thanks to a PDA communicating with the sensor using Zigbee. 
This operation might be activated each time the content of a 
palette is changed. 

 --Initialization of PLACIDE protocol is performed as 
described in section II.B.  

 --Sensors detecting a temperature failure must generate an 
alarm, and the alarm must be registered by any sensors of the 
coverage area of it.  

 
Fig. 2: Illustration of the initialization phase in PLACIDE 
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 --Sensors might be requested to report the alarm problems 
or to communicate their content to a PDA terminal asking for. 

III. SECURITY OBJECTIVES AND CONSTRAINTS 

Considering the cold chain environment, security is not 
critical, but a minimum of reliability must be introduced for 
the service to be commercialized and help guaranteeing 
healthy products to consumers. As such, the solution must be 
resistant to the very basic attacks that are described in section 
III.A. However, the security solution must be designed for 
being easily accepted by the cold chain actors like the food 
producers, the transporters, and the intermediate and final 
distributors. This assumes the solution to be easily 
administrated at a low cost in terms of battery, and bandwidth. 
All the constraints to be satisfied by the solution are given in 
section III.B. 

A. Possible attacks  

Attacks targeting the sensors network are as follows:  
 --Battery exhaustion: an intruder transmitting useless 

traffic can cause sensors handling that traffic and uselessly 
over consuming their battery. In case of a battery exhausting, 
the associated sensor will no longer supervise the temperature 
and possible problems will not be reported. 

 --Injection of false alarms: an intruder can generate false 
alarms to make the receiver of the products into thinking that 
temperature problems occur during transportation. This attack 
might be expensive for the carrier as a received palette or even 
the full content of a truck might be rejected.  

 --Unauthorized reading/writing into sensors: In case of 
temperature problems being detected during transportation, a 
person can attempt to hide the problem and remove alarms 
from the sensors. Due to abuse reading onto sensors, thieves 
might ask sensors within a truck to give him back the list of 
merchandises so he can target the most financially interesting 
truck in a parking.  

 --Strong disruption of the PLACIDE protocol 
initialization: PLACIDE protocol is vulnerable to message 
injection into the network. A simple packet reply can disrupt 
the initialization phase, and an attacker can desynchronize 
nodes in the permanent phase by injecting fault time 
synchronization messages. A denial of service might thus 
result.  

B. Constraints 

To satisfy the specific needs of the cold chain actors, the 
designed security solution must take into account the following 
properties: 

 --Sensor networks are geographically distributed and are 
not able to be localized and reachable at any time. 
Administration of them must take into account that they are 
often disconnected.  

 --Sensors are likely to be produced and administrated by 
several companies. This means that several independent and 
autonomous business organizations are likely to be involved 
into administration of sensors for cold chain supervision. As a 

consequence, one can wonder how trust relationship can be 
established between sensors of different companies. 

 --External entities like Base station or PDA are able to 
interact with sensors. If they originate from different 
administrative organizations, one can wonder how trust 
relationship can be established between sensors and these 
entities 

IV. PROPOSED SECURITY SOLUTION 

As depicted above, the nature of our network (distributed, 
non-single trusted entity, non-online BS, several years long-
lived network, non security-critical applications) and the 
severely restricted resources of sensors (computation, storage 
energy) make the use of public key cryptography infeasible for 
key-establishment in the network. Even the use of symmetric-
key based solutions for key-establishment [4], [5] [6] requires 
existence of a central trusted entity (BS) in the network that 
acts as a KDC (Key Distribution Centre), or that sensors be 
handled by the same organization, which is unfortunately not 
the case in CAPTEURS. Moreover, security in CAPTEURS 
project is not a fundamental service because of the nature of 
the application, and the kind of attacks that might target the 
cold-chain supervision application. Clearly, expected attacks 
are far less sophisticated than for military applications or other 
security-sensitive applications.  
 

For all these reasons, we adopted a simple lightweight 
security framework for CAPTEURS project, which mainly 
defends against external attackers and basic attacks, where an 
attacker is assumed to not be able to compromise sensors of 
the network, and thus can not get their secret key materials. 

A. Notations 

For clarity, the symbols and notations used throughout the 
paper are listed in Table I. 
 

TABLE I 
NOTATIONS 

Notation Meaning 
u, v  Sensors of the network 
Oi i th organization 
Idu Node u’ s identity 
tcu Current time at node u, which serves as a 

timestamp 
F A one-way hash function 
MACK(M) Message authentication code computed over 

message M using key K 
EncK( M) Message M encrypted using key K 
A || B A concatenated to B 

B. Motivation and main idea 

Our security solution was motivated by the existence of 
three communication patterns on the network: 

 --Inter-organization communications: communications 
involving two sensors u and v ∈ Oi 

 --Intra-organization communications: communications 
involving two sensors u and v of two distinct organizations Oi 
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and Oj  

 --Device-organization communication: communication 
involving an external device A (ex: PDA, laptop, etc.) with a 
sensor of an organization Oi 
 

According to these three communication patterns, we 
adopted the following key-sharing scheme: 

 --Sensors of the same organization Oi, share a preloaded 
secret key Pi, called organization key. Pi allow the initial 
mutual authentication of sensors of the same organization Oi  

 --Sensors of organizations Oi and Oj, share a preloaded 
secret key Pij, called inter-organization key. Pij supports the 
initial mutual authentication between sensors of organizations 
Oi and Oj 

 --An external device A and sensors of organization Oi, 
share a key P-A_i=F(IDA||WA||Pi), called interface key, where 
IDA is A’s identity, and WA are A’s authorisations (i.e. read, 
write, initialize sensors, etc.). P-A_i is preloaded in A, and is 
easily computable by sensors of Oi, as it knows IDA and WA. It 
supports mutual authentication between sensors of 
organization Oi and external device A. 

Keys Pi and Pij are used for initial authentication, during the 
initialization phase, or in the cycle fusion phase. Key P-A_i is 
used when an external device A requests information from 
sensors of organization Oi. 

 
In addition to the former described keys, we also make use 

of broadcast keys, which are used in the permanent phase, 
when the chain is formed and sensors start transmitting 
messages. Each sensor u creates a broadcast key CK u that it 
transmits securely to other sensors of the formed chain. u 
derives keys CK u’  and CK u*  from CK u that it uses 
respectively to authenticate and optionally encrypt messages it 
sends to the next sensor of the chain. 

In what follows, we show how our key-sharing scheme 
applies for securing the initialisation phase, the permanent 
phase (communication amongst sensors of the chain) of 
PLACIDE protocol, in addition to communications between an 
external device and sensors of the network.  

C. Initialization phase 

Let u1 ∈Oi be the first sensor of the chain that initiates the 
chain formation. u broadcasts the following authenticated 
SYNC message: 
Idu1, i, SYNC, tcu1, EncPi(CKu1), { EncPij(CKu1)} j=1…n, j�i  
 
MACCKu1’  (1) ……(I1) 
 

Each sensor v receiving message (I1) first checks that the 
message is fresh, using timestamp tcu1 -which indicates 
message sending time at node u, then retrieves CKu key using 
the appropriate organization key Pi or inter-organization key 
Pij, and finally verifies the message authenticity using the 
decrypted CKu1 key. If the message is authentic, v stores (Idu1, 
CKu1).  

Let u2 ∈Oj be the sensor that acknowledges the SYNC 

message sent by u1 (2
nd node of the chain). Then u2 sends the 

following messages: 
u2 � u1: Idu2, j, Ack, tcu2 EncP{ CKu2} , MACCKu2’(2), where  
 
 
P=Pi  if j=i, or P=Pij if j�i …… (I2)  
u2� * : Idu2, j, SYNC, tcu2, EncPj(CKu2), { EncPij(CKu2)} i=1…n,  
 
MACCKu2’ (3) ….. (I3) 
 

Receiving (I1), u1 first ensures the message freshness, then 
retrieves key CKu2 and verifies the message authenticity. If 
authentic, u1 stores (Idu2, CKu2). 

Message (I3) is treated in the same way as message (I) 
where node ui, i=3…n, acknowledges node ui-1 (I2) and 
broadcasts a SYNC message (I3) to the remaining nodes of the 
network. 

In this way, the chain is formed and each node ui collects the 
broadcast keys of previous nodes of the chain CKui-1, and the 
key of its successor CKui+1. The last node un collects the 
broadcast keys of all nodes of the chain. In the first round of 
the permanent regime (from un down to u1), each sensor ui 
sends to its successor ui-1 the set of keys of its predecessor uj, 
j=n … i+1, encrypted by its broadcast key CKui*. As such, 
each sensor of the chain will get the broadcast keys of the 
remaining nodes at most at the end of the first round.  

D. Permanent (established) phase 

When a node ui wants to send a data M (alarm, time 
synchronization messages, etc.) to its successor uj, ui sends the 
following message: 
ui � uj : Idui, M, tcui,  MACCKui’(Idui, M, tcui)   ……….. (I4), 
where tcui  is the time of emission at ui. 

Upon reception of (I4), uj first checks that the message is 
fresh, and then verifies its authenticity using CKui’ . If 
authenticity is proven, uj sends an authenticated 
acknowledgement to ui as follows: 
uj � ui: Iduj, Ack, tcuj, MACCKuj’ (Iduj, Ack, tcuj) …. (I5). 
 

Upon reception of (I5), ui checks that the message is fresh, 
and then verifies its authenticity. If authentic, ui goes in sleep 
mode; otherwise it drops (I5). If no authentic Ack message is 
received by ui during the transmit sequence, it starts node 
failure recovering procedure.  

E. Device-network communication  

Now, let us describe how an external device A can securely 
interact with the network. 

 --First A announces itself to the network, including its 
rights, and its request REQ: 
A � * : IdA, WA, tcA, REQ, { MAC P_A-i (4)} i=1 … n …. (I6) 
 
 

 --A node u∈ Oi which is awakened, receives (I6) and 
verifies its freshness. Then it computes the interface key 
corresponding to its organization, and checks the appropriate 
MAC in the message. If the message is authentic, u replies to 

1 

2 

3 

    4 
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Fig. 1: Time needed to initiate security and PLACIDE protocols (using RC5) 
and CBC- MAC) 

A as follows including the response to the request RES: 
u � A: Idu, tcu, RES, MACP_A-i(Idu, tcu, RES) ….. (I7) 
 
 

 --A checks message (I7) freshness, then checks message 
authenticity using the appropriate interface key, and accepts 
the response if (I7) is authentic. 
 

F. Security analysis 

Our security framework for cold chain supervision 
application is secure as long as sensors of the network could 
not be compromised, and sensors are loosely time 
synchronized. 

The use of organization keys Pi and inter-organization keys 
Pij allows sensors to securely set up the initialization phase, 
and to securely exchange their broadcast keys that they use in 
the permanent phase to authenticate their messages. In 
addition, the use of interface keys, allow secure 
communications between external devices and nodes of the 
network. The timestamp in messages helps protecting against 
replay attacks, where a receiver v ensures that the timestamp 
contained in a message sent by u is greater than the last 
received timestamp, and fills within acceptable window of the 
current time at node v. 

V. IMPLEMENTATION AND TESTING 

The security and PLACIDE protocols were implemented by 
CAPTEURS project for Tmote Sky sensor nodes [7] using 
TinyOS 2.x.[8]  

The security protocol provides Send/Receive interfaces for 
application-level PLACIDE protocol, and we used RC5 
cryptographic function and two message authentication code 
(MAC) functions SHA-1 and CBC-MAC RC5. The RC5 and 
CBC-MAC were adapted from the TinySec [9] 
implementation. 

 
Ongoing experimental results on a Tmote Sky sensor show 

that:  
 --RC5 encryption for 8 bytes is done in 2.52 ms,  
 --Generating an 8-byte/10-byte MAC for 20 bytes 

message length is performed in:  
� 20.5 ms with SHA-1  
� 4.88 ms with CBC-MAC RC5 

Experimental results show that the initialization of the 
security and PLACIDE protocols takes about 712 ms in a 20 
nodes network. They also show that security introduces a delay 
of 4.88 ms / 20.5ms for any exchange of data between sensors, 
due to the MAC generation using CBC-MAC RC5 / SHA1, 
respectively.  
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For the storage overhead, each sensor is pre-loaded with one 

organization key, and n-1 inter-organization keys, where each 
key is only 8-byte length. In addition, each sensor stores the 
broadcast keys of the other nodes of the chain, where each key 
is 8-byte length. 

From the transmission overhead point of view, we only 
introduce 8-byte/10-byte MAC per packet, where the 
maximum data payload is 104 bytes. As a consequence, the 
induced computation overhead resumes on the computation of 
a MAC per packet, where a MAC computation is only 4.88 ms 
or 20.5 ms, depending on the used MAC algorithm.  

VI. CONCLUSIONS  

In project CAPTEURS, a light and easy-to-deploy security 
solution was designed to introduce reliability and security into 
a cold chain supervision system based on sensors. The number 
of keys hosted into sensors is limited and security operations 
are light as only based on simple mechanisms like CBC-MAC-
RC5 or SHA1.  

The administration of sensors is also a key point that needs 
high simplicity for guaranteeing security will not be disabled 
once the whole system is deployed in real environment of cold 
chain. The solution satisfies that simplicity criteria, as it only 
needs a sensor being configured with a limited number of 
keys: its own organization key and the inter-organization keys. 
External terminals like PDAs are also simple to administrate as 
they only need to be preconfigured by their own organization 
with some interface keys.  

Possible security improvements to that security solution are 
currently under study like updating of organization keys, inter-
organizations keys and interface keys.  
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