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ABSTRACT

Modern coding applications, including dirty paper coding and
information hiding, hinge critically on a classical ‘general de-
coding problem,” known to be NP hard. Various attempts to
find good solutions at reasonable complexity can be traced
throughout the decades, most recently with attempts to achieve
the rate-distortion bound in code word quantization. Here we
take a step back to examine two computationally simple pro-
cedures in this direction: gradient decoding and a simple yet
surprisingly effective variant on belief propagation that we
dub truthiness propagation.

Index Terms— Source compression; code word quanti-
zation; rate-distortion theory; information hiding; dirty paper
coding; wet paper coding; truthiness propagation.

1. INTRODUCTION

The general decoding problem for linear binary codes is to
deduce a minimum-weight error pattern associated to a given
error syndrome. The problem arose in the earliest studies of
error correction codes, since under reasonable assumptions
the minimum weight correction to an error-prone received
block of bits gives the maximum likelihood estimate of the
true code word sent. Although conceptually straightforward,
the general decoding problem actually belongs to the class of
NP-complete problems [1], [2], [3], thus challenging the de-
velopment of efficient algorithms for its resolution. The hard
aspect of this problem motivates its use in cryptography (see,
e.g., [4]) and underlies heuristic search procedures for low-
weight error patterns to assess cryptographic strength [5], [6],
(2], [7].

The general decoding problem has met with resurgent in-
terest in modern coding applications, including information
hiding with robustness [8], [9], [10], multi-user communica-
tions using dirty paper coding [11] (which proves equivalent
to information hiding), and wet paper coding in steganogra-
phy [12], [13]. In these more recent applications, the error
syndrome is replaced by constraints deriving from side infor-
mation (typically messages to be hidden or users to be ac-
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commodated), thus exposing the duality with source coding
and quantization [8], [9], [10], [14]. Indeed, recent algorith-
mic work has focused on achieving the rate-distortion bound
for source quantization (e.g., [15], [16], [17], [18], [19], [20],
[21]) using variants of belief propagation combined possibly
with heuristic search procedures. Although the claimed re-
sults indeed approach the theoretical rate-distortion curve, the
algorithm complexity remains appreciable.

The intent of this paper is to examine two approaches of
low complexity which converge to source quantization solu-
tions, offering potentially attractive alternatives. The first is
gradient decoding, proposed originally in [22] and reviewed
in section 3, while the second is a variant of belief propaga-
tion that proves vastly simpler than survey propagation and
related techniques, and is exposed in section 4. We first re-
view, however, the general decoding problem.

2. BACKGROUND

Let H be an (N—K) x N parity check matrix comprised of
ones and zeros, operating on the Galois field GF(2) (modulo-
2 arithmetic over integers). The set of vectors ¢ € [GF(2)]Y
in its null space defines a linear code C of rate K/N:

Hc=0 = cel.

The set of vectors y € [GF(2)]" which instead produce a
prescribed syndrome s € [GF(2)]Y~% comprise the coset
C(s) for that syndrome:

C(s) ={y € [GF(2)]" : Hy =s}.

The code C induced by H is simply the coset for the zero
syndrome: C = C(0). Note that with y € C(s) and ¢ € C,
their modulo-2 sum remains in the coset: y + ¢ € C(s).
Supppose we are given an /N-element binary vector w €
[GF(2)]"V and consider the problem of finding an N-element
binary vector y € [GF(2)]"Y which minimizes the Hamming
distance d(x,y) subject to (N — K) parity constraints:

mind(w,y), subjectto s = Hy (1
y
This problem arises in information hiding [8], [9], [10], dirty

paper coding [11], and wet paper coding [12, 13].



If the bits in w hail from a uniform source, then from rate
distortion theory [23], the minimum average distortion
min_ d(y,w)
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relates to the code rate K/ N via the rate-distortion curve [23]
HQ(Dmin) Z 1- (K/N)

where Ho(p) = —plogp — (1 — p)log(1 — p) is the binary
entropy function.

Finding y is equivalent to finding a minimum weight vec-
tor consistent with the syndrome:

mind(e, 0)

e

subjectto s = He

(This is the general decoding problem in an earlier form).
This vector e is the coset leader of C(s), and the solution
to (1) becomes y = w + e (using the modulo-2 sum). The
minimum weight problem, in turn, is known to belong to the
class of NP-complete problems [1], [6], [2], [3], and thus the
decoding problem (1) is hard.

Conventional belief propagation decoding applied to this
problem, with w a “received” vector, s the “side informa-
tion,” and y the “hidden measurement” (as in [16]), does not,
in general, converge to a meaningful solution, unless w is for-
tuitously in a decoding vicinity of C(s) (e.g., [20]). As such,
other candidate approaches must be studied. This work com-
pares gradient adaptation, proposed originally in [22] for de-
coding and apparent also in [24], [25], as well as a modified
form of belief propagation proposed in section 4.

3. GRADIENT ADAPTATION ALGORITHM

Let s be a prescribed syndrome, and y a candidate vector that
we are attempting to place within the coset C(s). Suppose
t = Hy is the actual syndrome for y, so that

N
ti=Y hijy;
j=1

Conversion to antipodal (or 1) form is accomplished with
an exponential to base (—1):

Ti = (—1)“:(_1)2]’1@7‘91‘
= H (—1)¥ = H n;

thJ:1 thJ:1

in which we set n; = (—1)% € {—1,+1}. Adjusting y so
that t matches a prescribed syndrome is equivalent to adjust-
ing the antipodal components in 77 so that the antipodal syn-
drome T matches 0 = (—1)® (with exponentiation occurring

componentwise). This can be accomplished by introducing
the cost function [22]

J(m) = llo—7(n)|* =4d(s, t)

relating thus the Euclidean distance squared ||o — 7(n)]|? of
antipodal terms to the Hamming distance d(s,t) of binary
terms. Since both o and T have N—K entries of £1, we
may develop the Euclidean distance squared as

J(m) = llo—7@)|?
= lel®+|I7)* = 2(e,7) =2(N — K — (o, 7))

From this, minimizing .J is equivalent to maximizing the inner
product

N—-K
<0' , T > = Z 0; T;

i=1
Maximization may be accomplished with a gradient ascent al-
gorithm, in which each 7, is now allowed to become a contin-
uous parameter, confined to the interval [—1, +1]; the vector
7 thus lies in an N-dimensional hypercube: |n;| < 1 for all
k. The inner product (o, 7(n)) then becomes a multilinear
function of 7, from which it follows that all maxima occur at
vertices of the hypercube [22].

If [ denotes an iteration index, a gradient algorithm ap-

pears as

Ao, 1)

N
o

ni(l+1) = ;1) + oo J=120
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where ;o > 0 is a step size parameter, using the gradient

Ao, 1) ot; . oT;
= o with —— = hy, k(1)
n; — O om; . ng
k£j

Two modes of operation may be attempted:

e The parameters are initialized as n(0) = (—1)" (the
antipodal representation of w) and the algorithm seeks
a closest member from the coset C(s);

e The parameters are initialized as 1(0) = (—1)° (the
all-one vector), in order to seek a minimum weight mem-
ber from the coset C(s).

In either case, it is readily observed that the algorithm often
converges to a maximum of (o, 7) for which T # &, so that
the resulting y is not in the prescribed coset C(s). It is thus
preferable to modify the algorithm so that y is constrained to
stay in the coset.

To this end, let x denote a particular vector in the coset:
s = Hx; its determination will be addressed below. Let G be
a K x N generator matrix that spans the orthogonal comple-
ment to H, i.e., HG = 0 in GF(2). Each member y of C(s)
may then be expressed as

y=x+Gz



where z € [GF(2)]¥ is comprised of K information bits. A
minimum weight vector in the coset may then be found by
adjusting z to minimize the Hamming distance d(x, Gz). As
above, the cost function can be put in antipodal form as

4d(w,Gz) = [|€ — x|
€17 + IIxII* — 2 (€. x)
= 2(N = {&x))

involving terms in the generator space:

N
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We then allow each (; to vary continuously in the interval
[—1,+1]. A gradient algorithm to maximize (£, x) then ap-
pears as

o€, :
Cj(l+1):<j(l)+,u<§c_x>, j=1,2,...,N,
J
using the gradient
2EX) N, O o Ok
= &i with = g 0!
% 1:2:1 9% 9 Jk:gli_k[:1
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Note that using a low density generator matrix ensures a small
number of ones in G, thus reducing the number of products
to form in calculating the gradient.

To determine a particular solution w, a simple variant on
Stern’s algorithm [5] (as used also in [13]) can be employed:
Choose N—K columns of H randomly, to build a square ma-
trix A. If A is invertible in GF(2), we may solve the system
s = Ab in GF(2) for b, whose elements are copied into the
appropriate positions for w, with the remaining terms set to
zero. The w so constructed fulfills s = Hw, and has weight
(N—K)/2 on average (e.g., [13]). A similar algorithm has
been employed previously in [6], [2], but applied to the gen-
erator matrix G rather than the parity-check matrix H.

4. TRUTHINESS PROPAGATION

Consider the factor graph of the generator equation x = Gz,
as in Figure 1. If x is not in the column space of the generator
matrix G, this gives an inconsistent system; belief propaga-
tion is a candidate attempt to choose the information bits in z
to best reconcile Gz with x. The conventional belief propaga-
tion algorithm [26] passes messages along edges in the graph
between variable nodes (denoted as circles) and factor nodes

Fig. 1. Factor graph for a low density generator matrix.

(denoted as squares). These messages consist of two-element
vectors containing pseudo-probabilities that sum to one. We
review first the standard belief propagation algorithm to grok
its deficiency for code word quantization, and then present a
modification which corrects this defect.

Belief propagation updates at the variable nodes as

Mzi—f; (Zz) = ﬂj Pr(zl) I I mfkezi(zi) (2)
kEF(3)
k#j

where m., s, (z;) denotes the message sent from node z; to
node f;, F (i) contains the indices & whose factor nodes fj,
connect to variable node z;, and the scale factor [3; is chosen
to ensure evaluations sum to one:

Mzi—§; (0) + mzi"fj(]') =1L

The factor node Pr(z;) reflects any a priori information on

the information bit z;; when none is available, this can be set

to Pr(z; = 1) = 0.5 + d; where d; is a small dithering noise.
The update equations at the parity check nodes read as

Mgy () = 5 {14 ()7 (1= 2me, (1)
< I (-2m.p)} @

keVv(j)
k#4

where V' (j) contains the indices k of the variable nodes zj
which enter into the j-th parity check. By conventional belief
propagation, the message my; ., is that sent from the factor
node g;(z;) (right-most squares in Figure 1) to the variable
node ;. Setting g;(1) to some “soft” probability skewed to-
wards the hard value z; gives an algorithm which, in general,
converges to essentially meaningless probabilities. Setting
g;(1) = x; (hard values) gives, in general, an inconsistent
system, resulting in numerical singularities.
A more intelligent choice is to set

q;(1) = az; + (1 — a)mg;—q;(1) “4)
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Fig. 2. Messages at j-th parity-check node f;(z), to illus-
trate modified algorithm. The constraint node g; sends back a
convex combination of its hard constraint x; and its incoming
mMessage My, —.q;, controlled by a “truthiness” factor « in (4).

where 0 < oo < 1 and
Mg ;—q; (mj) =My g, (‘TJ)

- %{1 +(=n= ] (- 2mzwfj(1))}

keV(j)

is the message sent from factor node f; to variable node x;;
cf. Figure 2.The value my, ., (1) is the probability that the
information bits {z } which impinge on the j-th parity check
produce an odd parity [27], giving thus the “natural parity”
(i.e., without the constraint from x;) at that check node.

The rationale for choosing the convex combination in (4)
is that if the natural parity agrees with the constraint x;, the
function node maintains this “hard” constraint. If instead the
natural parity is opposite to the constraint x;, the probability
fed from g; is softened, thus allowing further refinement in the
message passing algorithm. The operation at the constraining
factor node is akin to a system which feeds back not the ac-
tual “truth” (as strict belief propagation would do), but rather
what it “wishes” to be true, via injection of the natural parity.
Accordingly, we dub the algorithm truthiness' propagation,
obtained by running (2), (4), and then (3), and iterating. In-
terestingly, this simple modification gives an algorithm that
is observed to converge to a quantizing solution, yet features
negligible overhead compared to standard belief propagation.
It is thus an order of magnitude simpler than the survey prop-
agation methods developed in [15], [18].

5. SIMULATION RESULTS

Figure 3 shows the average distortion versus code rate K /N
for the various methods, using N =~ 300 bits, along with the
theoretical performance bound Hy(D) = 1 — K/N. For the
gradient and truthiness propagation algorithms, the average
distortion is

Eld(x, Gz)]

N

in which the expectation is over syndromes s which generate
the coset behind the particular solution x. For Stern’s algo-
rithm, the average Hamming weight of x is instead plotted;

D:

Itruthiness (noun): “The quality of preferring concepts or facts one
wishes to be true, rather than concepts or facts known to be true” (Merriam-
‘Webster).
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Fig. 3. Rate-distortion performance for the gradient and
truthiness propagation algorithms, using N = 300.

this x serves as the target that Gz attempts to approximate
in the other two methods. The generator matrices were low
density varieties obtained from the methods of [28]>.

For the truthiness propagation algorithm, we observe that
reducing « generally gives lower quantization distortion, until
a lower limit on « is reached, below which the algorithm fails
to converge. The critical lower value for a decreases with the
code rate, but is not yet available in analytic form.

A performance gap is still visible, although we empha-
size the short block length employed (/N =~ 300), which is
more realistic of streaming applications in which latency and
queuing considerations favor shorter packet lengths. In such
cases, the luxury of using long block lengths is not an op-
tion. In addition, although the design methods of [28] claim
“good” low density matrices for long block lengths, it is un-
known what quality those designs furnish with shorter block
lengths. Thus some performance loss compared to the the-
oretical rate-distortion curve is to be expected in the short
block length case. One expects, however, that message pass-
ing algorithms should be more sensitive to connectivity pat-
terns among nodes, in contrast to the gradient search proce-
dure which depends instead on the column space spanned by
the generator matrix.

6. CONCLUDING REMARKS

We have examined two computationally efficient procedures
for code word quantization: gradient decoding and truthi-
ness propagation. Both algorithms are iterative, offer linear
complexity in the block length per iteration, and converge
to meaningful solutions, although a performance gap is still
observed with respect to the theoretical rate-distortion curve.
The algorithms are much simpler in implementation and com-
plexity compared to survey propagation [15], [17], [18], and

2See http://lthcwww.epfl.ch/research/ldpcopt/
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are devoid of the cumbersome pruning and decimation steps
required of that procedure. They also avoid the exponential
complexity growth of heuristic search procedures [5], [7], [6],
[2], [21] (albeit with controlled exponents), and are thus vi-
able alternatives for real-time applications.
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